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RUN/111/2022 

KONSULTER FÖR TIMBANKEN 

DELEGATIONSBESLUT 

 

Tilldelningsbeslut 
 
Upphandlande myndighet: Region Jämtland Härjedalen, 232100–0214 
Upphandling: Konsulter för timbanken  RUN/111/2022 
Föredragande: Per Wallenhed 
Samråd: Sofie Jonsson, Sven Winemark 
Beslutande: Elin Nirjens, tf områdeschef 
Delegationsbestämmelse och delegation: Delegationsbestämmelser för regionala utvecklingsnämnden i Region 
Jämtland Härjedalen punkt: 5.2 

Omfattning 
Upphandlingen avser konsulter till Timbanken. 

Region Jämtland Härjedalen tillsammans med länets kommuner kommer att fortsätta med 

projekt Timbanken med start under Q1 2022 och verksamheten kommer att pågå till 

december 2024.  

Rådgivningen till företag beräknas kunna starta i mars alternativt april månad 2022. 

Timbanken ska ge företag i länet möjlighet till max 5 timmars kostnadsfri rådgivning under 

ett kalenderår för att utveckla sitt företag. Timbankens verksamhet har tidigare drivits 

under åren 2018-2019 samt 2020 - 2021 och mottagits mycket positivt bland både företag 

och deltagande konsulter.  

Upphandlingsform 
Upphandlingen har genomförts som en upphandling under tröskelvärdet enligt LOU, Lag 

(2016:1145) om offentlig upphandling. I upphandlingen antas samtliga anbud som uppfyller 

de obligatoriska krav enligt upphandlingsdokumentationen. Upphandlingen har delats upp i 

6 olika delar där anbud kunnat lämnas på minst en, högst två, områden per anbudsgivare: 

- Affärsplan, affärsstrategi och affärsutveckling 

- Ekonomi, juridik och offentlig upphandling 

- Marknadsföring och sälj  

- Organisationsutveckling, personalfrågor och attraktiv arbetsgivare 

- Produkt/tjänsteutveckling och import/export 

- Digitalisering och IT 

Annonsering 
Upphandlingsdokumenten annonserades den 2022-02-08 på e-Avrops webbplats för 

offentliga upphandlingar. Sista anbudsdag var 2022-02-21. 

 

Totalt hämtades upphandlingsdokumenten i e-Avrop av 79 företag under anbudstiden på 14 

dagar (2022-02-08- 2022-02-21). 

Avtalstid 
Avtal löper från och med 2022-03-11 till och med 2024-12-31. Köparen äger ensidig rätt att 
förlänga avtalet fram till, som längst, 2026-02-28. Det totala maxvärdet för avtalet är 1000 
000 SEK. Köparen äger ensidig rätt att utöka avtalsvärdet upp till ytterligare 1000 000 SEK. 
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2(2)  

RUN/111/2022 

KONSULTER FÖR TIMBANKEN 

DELEGATIONSBESLUT 

 

Anbud och utvärdering 

Inkomna anbud 
Vid anbudsöppningen var 43 anbud inlämnade från de företag som framgår av Bilaga 

Öppningsprotokoll. 

Prövning av anbudsgivare 
Region Jämtland Härjedalen har kontrollerat anbudsgivarna i enlighet med 

upphandlingsdokumenten och LOU. Samtliga anbud uppfyller ställda krav och har därmed 

antagits. 

Vinnande anbud 
Vid prövning och utvärdering i enlighet med angivna förutsättningar utsågs 43 anbud till 

vinnare. Antagna anbud och vilka områden de tilldelats framgår av Bilaga Tilldelade 

leverantörer 

Förslag till beslut  
Ovanstående anbudsgivare har lämnat godkända anbud utifrån kriterierna i 

upphandlingsdokumenten och bör därför tilldelas uppdraget. 

Beslut 
Region Jämtland Härjedalen beslutar att tilldela avtal till de anbudsgivare som framgår av 

Bilaga Tilldelade leverantörer med hänsyn till vad som anförts ovan, enligt bifogade bilagor 

och i enlighet med den genomförda upphandlingen. 

 

Med hänsyn till överprövningsmöjligheten i LOU kommer avtal med antagna anbudsgivare 

inte tecknas förrän en avtalsspärr om tio dagar löpt ut. Avtalsspärren börjar löpa från och 

med dagen efter att detta tilldelningsbeslut meddelats till respektive anbudsgivare. 

 
 

 

Beslutet har undertecknats genom digital signering 

 

 

Bilagor: 

Öppningsprotokoll 

Tilldelade leverantörer 
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Vara/tjänst/entreprenad
Konsulter för timbanken RUN/111/2022

Ansvarig upphandlare
Per Wallenhed

Sista anbudsdag
2022-02-21

Upphandlingsförfarande
Enstegsförfarande

Anbud Id: 189906 Ankom den 2022-02-20
Öppnades den 2022-02-22

Anbudsgivare: Adeona Mervärden AB
556382-3219
Ångstavägen 70
83021 Tandsbyn

Inlämnat av: Eva Liljeros
070-6356815
eva@adeona.se

Verifieringskod: vywRpzpkut9EUXzZ82Dtkw==

Öppnad av Per Wallenhed

Anbud Id: 189907 Ankom den 2022-02-15
Öppnades den 2022-02-22

Anbudsgivare: Always 4R you
630315-8916
Sikvägen 86
832 53 Frösön

Inlämnat av: Henrik Lundqvist
0722069095
helu.lund@gmail.com

Verifieringskod: jwQFcFShf47Xq39+0vkhWg==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          1/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189908 Ankom den 2022-02-20
Öppnades den 2022-02-22

Anbudsgivare: Amphinorth AB
559096-4648
Prästgatan 65 C
83134 ÖSTERSUND

Inlämnat av: Anna Johansson
0736467801
anna@ledarskaphalsa.se

Verifieringskod: ZTM7JjrYTrZ3xiOeBQ+udg==

Öppnad av Per Wallenhed

Anbud Id: 189909 Ankom den 2022-02-21
Öppnades den 2022-02-22

Anbudsgivare: Brighter business
840502-6264
Floragatan 10
66233 Åmål

Inlämnat av: Mia Lindgren
0731827127
mia@mialindgren.se

Verifieringskod: he74cf9hWrY7HHMlA/DfKA==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          2/22

ID
:a

90
c9

69
0-

ab
84

-1
1e

c-
99

12
-7

9a
2f

f3
a9

33
9

St
at

us
: S

ig
ne

ra
t a

v 
al

la



 

Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189910 Ankom den 2022-02-16
Öppnades den 2022-02-22

Anbudsgivare: Celavi Verksamhetsutveckling AB
556629-9458
Brovägen 5
182 76 Stocksund

Inlämnat av: Anders Lycksäter
070-2686411
anders.lycksater@celavi.se

Verifieringskod: 1Ys+Ip0KJqxZCWZx1yFeHQ==

Öppnad av Per Wallenhed

Anbud Id: 189911 Ankom den 2022-02-21
Öppnades den 2022-02-22

Anbudsgivare: Colleen's & Company
559031-9496
Kurortsvägen 20B
83752 Åre

Inlämnat av: Petra Colleen
0707624049
petra@colleens.se

Verifieringskod: AuOpFs5fQgCwkwSRI2lSZQ==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          3/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189912 Ankom den 2022-02-21
Öppnades den 2022-02-22

Anbudsgivare: Driv Innovation AB
559065-3753
Forskarens väg 11
831 40 Östersund

Inlämnat av: Pernilla Hellan
0730271803
pernilla.hellan@drivinnovation.se

Verifieringskod: dY3nyDCmbRybtqnXx1Ynvg==

Öppnad av Per Wallenhed

Anbud Id: 189913 Ankom den 2022-02-18
Öppnades den 2022-02-22

Anbudsgivare: EQLY
761202-6901
Storviksvägen 10
83433 Brunflo

Inlämnat av: Susanne  Persson
0703494959
susanne.persson@eqly.se

Verifieringskod: tr0ahQ1r0zizGseMQB9BXg==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          4/22

ID
:a

90
c9

69
0-

ab
84

-1
1e

c-
99

12
-7

9a
2f

f3
a9

33
9

St
at

us
: S

ig
ne

ra
t a

v 
al

la



 

Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189914 Ankom den 2022-02-19
Öppnades den 2022-02-22

Anbudsgivare: Esam AB
556502-0293
Nygatan 14
90327 Umeå

Inlämnat av: David Sandén
+46703904092
david.sanden@esam.se

Verifieringskod: W8MiwN5bC+gPKXFg2CLHJQ==

Öppnad av Per Wallenhed

Anbud Id: 189915 Ankom den 2022-02-20
Öppnades den 2022-02-22

Anbudsgivare: Eva Aliris AB
559215-2390
Stallbacken 27
836 95 ÅS

Inlämnat av: Eva Aliris
0705551681
eva@aliris.se

Verifieringskod: RiyQla4Pa8/RMQbP/KEOKg==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          5/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189916 Ankom den 2022-02-21
Öppnades den 2022-02-22

Anbudsgivare: Firma Mats Mattiasson
570823-8232
Kanslihusgränd 8B
831 32 Östersund

Inlämnat av: Mats Mattiasson
+46705503800
mattiasson.mats@gmail.com

Verifieringskod: Dvyc+ZTV/ZSgdtkREm4rxw==

Öppnad av Per Wallenhed

Anbud Id: 189917 Ankom den 2022-02-16
Öppnades den 2022-02-22

Anbudsgivare: Fotograf Anna Wilhelmsson AB
556913-0106
Storsjöstråket 19
83134 Östersund

Inlämnat av: Anna Wilhelmsson
0706318300
anna@fotograferna-mariaanna.se

Verifieringskod: qRq/viTRBfgTuSGNM4qo1w==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          6/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189918 Ankom den 2022-02-17
Öppnades den 2022-02-22

Anbudsgivare: Goda tjänster i Östersund AB
556682-6649
Fiskarv 9
83152 Östersund

Inlämnat av: Camilla O Billdé
0705093399
kontakt@godatjanster.se

Verifieringskod: gZfzB9AA1zilBfInj8tNAA==

Öppnad av Per Wallenhed

Anbud Id: 189919 Ankom den 2022-02-09
Öppnades den 2022-02-22

Anbudsgivare: Henriksson Analys AB
559213-2657
Kolvedsvägen 82
83173 Östersund

Inlämnat av: Lena Henriksson
070-6569844
lena@henrikssonanalys.se

Verifieringskod: p//3qD+u1cfrbvSNFsb8/w==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          7/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189920 Ankom den 2022-02-21
Öppnades den 2022-02-22

Anbudsgivare: Hushållningssällskapet Jämtland
262000-0238
Ösavägen 14
836 94 Ås

Inlämnat av: Karin Ahlberg Eliasson
0703921313
karin.eliasson@hushallningssallskapet.se

Verifieringskod: wokA7n6i6uiMh1ethvPgQA==

Öppnad av Per Wallenhed

Anbud Id: 189921 Ankom den 2022-02-20
Öppnades den 2022-02-22

Anbudsgivare: J Granqvist Coach & Konsult AB
559349-7372
Ottfjällsvägen 56
831 70 Östersund

Inlämnat av: Jessica Granqvist
0706985915
yesgranqvist@gmail.com

Verifieringskod: zQ7+y7oFATooD9o9wz2svQ==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          8/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189922 Ankom den 2022-02-17
Öppnades den 2022-02-22

Anbudsgivare: KKRR AB
559302-8573
Regementsgatan 29
83135 Östersund

Inlämnat av: Martin Johansson
0702116235
martino.johansson82@gmail.com

Verifieringskod: mkFyocVTLPUIUIgwefdOYA==

Öppnad av Per Wallenhed

Anbud Id: 189923 Ankom den 2022-02-16
Öppnades den 2022-02-22

Anbudsgivare: Kraftskolan AB
556570-8509
Börön 310
834 97 Brunflo

Inlämnat av: Margareta Stenmark Magnusson
0703967595
margareta@kraftskolan.com

Verifieringskod: EoKwhPMCnQXsWczp4F65Ag==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          9/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189924 Ankom den 2022-02-14
Öppnades den 2022-02-22

Anbudsgivare: Kriskonsulterna Jämtland AB
556923-9907
Tullgatan 29 B
83135 Östersund

Inlämnat av: Malin Burman
0730691832
info@kriskonsulterna.se

Verifieringskod: UUVEf8KKbModEcRz8BOQQg==

Öppnad av Per Wallenhed

Anbud Id: 189925 Ankom den 2022-02-11
Öppnades den 2022-02-22

Anbudsgivare: LHL Kommunikation
559293-2643
Eldpoststigen 2
831 58 Östersund

Inlämnat av: Håkan Lundqvist
0703611101
hakan.lundqvist@lhlkommunikation.se

Verifieringskod: qZztjaxx4aNdUkof+WAoww==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          10/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189926 Ankom den 2022-02-20
Öppnades den 2022-02-22

Anbudsgivare: M Simonsson AB
556850-3865
Gåxsjö 165
83349 Hammerdal

Inlämnat av: Marie Simonsson
070-6405960
marie@msimonsson.se

Verifieringskod: M5DtFmobBzi0RTXPOzvuug==

Öppnad av Per Wallenhed

Anbud Id: 189927 Ankom den 2022-02-16
Öppnades den 2022-02-22

Anbudsgivare: Mänskliga möten Åre
681226-8263
Vaktpoststigen 23
83132 Östersund

Inlämnat av: Marlene Gustafsson
0703070719
marlene@manskligamotenare.se

Verifieringskod: E2GoTZv0AoTHEhqoo7bVWQ==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          11/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189928 Ankom den 2022-02-20
Öppnades den 2022-02-22

Anbudsgivare: Nestorville AB
556894-1164
Köpmangatan 52A
831 34 Östersund

Inlämnat av: Anders Nilsson
+4663102060
anders@nestorville.se

Verifieringskod: P7RI10E3r+6fyDpybDkZuA==

Öppnad av Per Wallenhed

Anbud Id: 189929 Ankom den 2022-02-09
Öppnades den 2022-02-22

Anbudsgivare: Nordiska Stil - Design by Nathalie
780117-5188
Skålan 137
84552 Åsarna

Inlämnat av: Nathalie de Groot
070-2777645
nathalie@nordiskastil.se

Verifieringskod: atJBZ7j9OS4QaKQQFocoWw==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          12/22

ID
:a

90
c9

69
0-

ab
84

-1
1e

c-
99

12
-7

9a
2f

f3
a9

33
9

St
at

us
: S

ig
ne

ra
t a

v 
al

la



 

Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189930 Ankom den 2022-02-18
Öppnades den 2022-02-22

Anbudsgivare: Optinet Data AB
556498-6650
Åkervägen 1
84672 FUNÄSDALEN

Inlämnat av: Emil Hernborg
0708640990
emil@optinet.se

Verifieringskod: pLMCcIpYLErTwy8Ms/+bvA==

Öppnad av Per Wallenhed

Anbud Id: 189931 Ankom den 2022-02-21
Öppnades den 2022-02-22

Anbudsgivare: payoff utvärdering och analys Aktiebolag
556777-5340
Kunskapens väg 6
831 40 ÖSTERSUND

Inlämnat av: Sven Vikberg
076-13 41 503
sven@payoff.se

Verifieringskod: IVHZ1uissfZqQeypdUHCZw==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          13/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189932 Ankom den 2022-02-16
Öppnades den 2022-02-22

Anbudsgivare: PTINO AB
559046-4433
Vik 720
83797 Åre

Inlämnat av: Simon Oest
0703090638
info@ptino.se

Verifieringskod: 5V3TRGlOH2B/WHervm09NA==

Öppnad av Per Wallenhed

Anbud Id: 189933 Ankom den 2022-02-10
Öppnades den 2022-02-22

Anbudsgivare: Ralph Hedman Ekonomi
571013-0070
Sommarslingan 10
83296 Frösön

Inlämnat av: Ralph Hedman
0706008756
hedmanralph@gmail.com

Verifieringskod: waYXlBUSxALgswdHeuIpHQ==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          14/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189934 Ankom den 2022-02-21
Öppnades den 2022-02-22

Anbudsgivare: Repend Verksamhetskonsult
750316-0298
Grötingen 207
84393 Bräcke

Inlämnat av: Michael Andersson
+46730244828
emicand@gmail.com

Verifieringskod: ZTfq9AEb8oOZ0BsX6qDVlg==

Öppnad av Per Wallenhed

Anbud Id: 189935 Ankom den 2022-02-15
Öppnades den 2022-02-22

Anbudsgivare: Retailbjörnen AB
559016-2953
Hembygdsvägen 2
837 98 Åre

Inlämnat av: Björn Salomonsson
0730 788 660
bjorn@retailbjornen.se

Verifieringskod: dGlMqR9PE7ursBf9zqdAZg==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          15/22

ID
:a

90
c9

69
0-

ab
84

-1
1e

c-
99

12
-7

9a
2f

f3
a9

33
9

St
at

us
: S

ig
ne

ra
t a

v 
al

la



 

Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189936 Ankom den 2022-02-11
Öppnades den 2022-02-22

Anbudsgivare: Sexnollsexnoll AB
556577-7850
Lignells väg 9
83142 Östersund

Inlämnat av: Johan Bexelius
070-6060632
bexeliusjohan@gmail.com

Verifieringskod: JNI6ObMTnZe7bkHJpGa28w==

Öppnad av Per Wallenhed

Anbud Id: 189937 Ankom den 2022-02-11
Öppnades den 2022-02-22

Anbudsgivare: Sofia Jonsson
881115-1540
Hol 404 B
872 98 Norström

Inlämnat av: Sofia Jonsson
0706470220
info@motstandskraft.se

Verifieringskod: FVwxPht3enzqd8QPuEHpTw==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          16/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189938 Ankom den 2022-02-20
Öppnades den 2022-02-22

Anbudsgivare: Styrkebaserad i Sverige AB
556852-4374
Björkbackavägen 3
83142 Östersund

Inlämnat av: Daniel Richardsson
073-8181909
go@styrkebaserad.org

Verifieringskod: b5PcnGCb31HyWaHraNpKxQ==

Öppnad av Per Wallenhed

Anbud Id: 189939 Ankom den 2022-02-20
Öppnades den 2022-02-22

Anbudsgivare: The Good Tribe AB
556908-0376
c/o Outdoor Buddies, Årevägen 75
837 52 Åre

Inlämnat av: Evelina Lundqvist
0708-308322
evelina@thegoodtribe.com

Verifieringskod: XdTZbt1W8TkY87mFQp1nNg==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          17/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189940 Ankom den 2022-02-21
Öppnades den 2022-02-22

Anbudsgivare: Tornet Innovation AB
559269-3641
Forskarens väg 11
83140 Östersund

Inlämnat av: Bengt Myhrman
0709248080
bengt.myhrman@tornetinnovation.se

Verifieringskod: PlXF/ZXWeBkNKjBYkLi4NA==

Öppnad av Per Wallenhed

Anbud Id: 189941 Ankom den 2022-02-14
Öppnades den 2022-02-22

Anbudsgivare: Transportexperten i Skandinavien AB
559019-0707
Haga 155
834 97 Brunflo

Inlämnat av: Camilla Olsson
+46705838280
camilla@visionskraft.se

Verifieringskod: 6PKq5AmYmLynnG0R/5iwTQ==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          18/22

ID
:a

90
c9

69
0-

ab
84

-1
1e

c-
99

12
-7

9a
2f

f3
a9

33
9

St
at

us
: S

ig
ne

ra
t a

v 
al

la



 

Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189942 Ankom den 2022-02-16
Öppnades den 2022-02-22

Anbudsgivare: wilhelmsson web & media
950730-5598
Hornsgatan 7A
83242 Östersund

Inlämnat av: Johan Wilhelmsson
0767763675
wilhelmsson.web@gmail.com

Verifieringskod: r5oSXCNBx4Tk3j42ymBQFA==

Öppnad av Per Wallenhed

Anbud Id: 189943 Ankom den 2022-02-21
Öppnades den 2022-02-22

Anbudsgivare: Virtuell Design AB
556583-5211
Kurortsvägen 20B
837 52 Åre

Inlämnat av: Andreas Richter
0736-601002
andreas@virtuelldesign.se

Verifieringskod: bBqN/GqBK/fuboEJL6e1Aw==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          19/22
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Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189944 Ankom den 2022-02-08
Öppnades den 2022-02-22

Anbudsgivare: Vägla Turism & Affärsutveckling
Landsbygdscoach
521127-5960
De La Gardieväg 60, 1101
53152 Lidköping

Inlämnat av: Ewa-Britt Filipsson
0704574135
landsbygdscoach@gmail.com

Verifieringskod: vyXSo6jiq/PGsaNxb9FFbA==

Öppnad av Per Wallenhed

Anbud Id: 189945 Ankom den 2022-02-21
Öppnades den 2022-02-22

Anbudsgivare: Xpansion Affärspartner Nesterud Wiik AB
556640-3241
Vandrarvägen 15
83246 Frösön

Inlämnat av: Ove Nesterud
070-5471384
ove@xpansion.se

Verifieringskod: cwS18zMUdpk9llfEG5cF0g==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          20/22

ID
:a

90
c9

69
0-

ab
84

-1
1e

c-
99

12
-7

9a
2f

f3
a9

33
9

St
at

us
: S

ig
ne

ra
t a

v 
al

la



 

Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189946 Ankom den 2022-02-20
Öppnades den 2022-02-22

Anbudsgivare: Zynligt AB
556978-0975
Odensalagatan 26
83144 Östersund

Inlämnat av: Ulrica Hellsttröm
072-236 32 00
ulrica.hellstrom@telia.com

Verifieringskod: cgLwmr2cWXi+a4S70VtnIQ==

Öppnad av Per Wallenhed

Anbud Id: 189947 Ankom den 2022-02-21
Öppnades den 2022-02-22

Anbudsgivare: Åre Live Your Dream AB
556814-0585
Bandvagnsgränd 2
832132 Östersund

Inlämnat av: Johan Lidenmark
0733818461
johan@liveyourdream.se

Verifieringskod: HKJlLPtAG3PTvemQTo1vgw==

Öppnad av Per Wallenhed

133878: 2022-02-22 14:19          21/22
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43 Anbud öppnade
 
 
 

Öppningsprotokoll

Konsulter för timbanken: 01.4 Konsulttjänster

Anbud Id: 189948 Ankom den 2022-02-21
Öppnades den 2022-02-22

Anbudsgivare: Östersunds Redovisningsbyrå AB
559014-2625
Återgången 19
83161 Östersund

Inlämnat av: Jerker
0701301413
jerker@osdred.se

Verifieringskod: cSgyMBarWc0NHGom5LE1bA==

Öppnad av Per Wallenhed

Undertecknat Undertecknat

Namnförtydligande Namnförtydligande

133878: 2022-02-22 14:19          22/22
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Konsultföretaget Konsult Insatsområde

KKRR AB Martin Johansson
1. Affärsplan, affärsstrategi & 

affärsutveckling

Brighter business Mia Lindgren
1. Affärsplan, affärsstrategi och 

affärsutveckling

Kraftskolan AB Margareta Stenmark
1. Affärsplan, affärsstrategi och 

affärsutveckling

M Simonsson AB Marie Simonsson
1. Affärsplan, affärsstrategi och 

affärsutveckling

Payoff AB Jonas Huldt
1. Affärsplan, affärsstrategi och 

affärsutveckling

Ptino AB Simon Oest
1. Affärsplan, affärsstrategi och 

affärsutveckling

The Good Tribe AB Evelina Lundqvist
1. Affärsplan, affärsstrategi och 

affärsutveckling

Affärspartner Ove Nesterud AB Ove Nesterud
1. Affärsplan, affärsstrategi och 

affärsutveckling

Östersunds Redovisningsbyrå 

AB
David Thengman

1. Affärsplan, affärsstrategi och 

affärsutveckling

Celavi Verksamhetsutveckling 

AB
Anders Lycksäter

1.  Affärsplan, affärsstrategi & 

affärsutveckling

Esam AB Christina Pih
1.  Affärsstrategi, 

affärsutveckling

Adeona Mervärden AB Eva Liljeros
2. Ekonomi, juridik och offentlig 

upphandling

Goda tjänster i Östersund AB Camilla O Billdé
2. Ekonomi, juridik och offentlig 

upphandling

Henriksson Analys AB Lena Henriksson
2. Ekonomi, juridik och offentlig 

upphandling

Ralph Hedman Ekonomi Ralph Hedman
2. Ekonomi, juridik och offentlig 

upphandling

Östersunds Redovisningsbyrå 

AB
Jerker Jämthagen

2. Ekonomi, juridik och offentlig 

upphandling

Firma Mats Mattiasson Mats Mattiasson
2.  Ekonomi, juridik och offentlig 

upphandling

Transportexperten i 

Skandinavien AB/Visionskraft
Camilla Olsson 3. Marknadsföring

Always 4R you Henrik Lundqvist 3. Marknadsföring och sälj

Hushållningssällskapet 

Jämtland
Ida  Lindman 3. Marknadsföring och sälj

LHL kommunikation AB Håkan Lundqvist 3. Marknadsföring och sälj

Nestorville AB Anders Nilsson 3. Marknadsföring och sälj

Nordiska Stil - Nathalie de 

Groot
Nathalie de Groot 3. Marknadsföring och sälj

Retailbjörnen AB Björn Salomonsson 3. Marknadsföring och sälj

Sexnollsexnoll AB Johan Bexelius 3. Marknadsföring och sälj

Tornet Innovation AB Catrin Myhrman 3. Marknadsföring och sälj

Wilhelmsson Web & Media AB Johan Wilhelmsson 3. Marknadsföring och sälj

Vägla Västgötalandet 

Landsbygdscoach Turism & 

Affärsutveckling

Ewa-Britt Filipsson 3. Marknadsföring och sälj

Zynligt A Ulrica Hellström 3. Marknadsföring och sälj
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Colleens & Company AB (bytt 

företag till Brand and Cultures 

AB)

Annika Englund
3. Marknadsföring och sälj                                        

ok

Fotograf Anna Wilhelmsson AB Anna Wilhelkmsson 3.  Marknadsföring och sälj

Amphinorth AB Anna Johansson

4. Organisationsutveckling, 

personalfrågor och attraktiv 

arbetsgivare

Colleens & Company AB (bytt 

företag till Brand and Cultures 

AB)

Petra Colleen

4. Organisationsutveckling, 

personalfrågor och attraktiv 

arbetsgivare

Driv Innovation AB Pernilla Hellan

4. Organisationsutveckling, 

personalfrågor och attraktiv 

arbetsgivare

EQLY Susanne Persson

4. Organisationsutveckling, 

personalfrågor och attraktiv 

arbetsgivare

J Granqvist Coach & Konsult 

AB
Jessica Granqvist

4. Organisationsutveckling, 

personalfrågor och attraktiv 

arbetsgivare

Kriskonsulterna Jämtland AB Malin Burman

4. Organisationsutveckling, 

personalfrågor och attraktiv 

arbetsgivare

Mänskliga Möten Marlene Gustafsson

4. Organisationsutveckling, 

personalfrågor och attraktiv 

arbetsgivare

Payoff AB Sven Vikberg

4. Organisationsutveckling, 

personalfrågor och attraktiv 

arbetsgivare

Sofia Jonsson Sofia Jonsson

4. Organisationsutveckling, 

personalfrågor och attraktiv 

arbetsgivare

Styrkebaserad i Sverige AB Daniel Richardsson
4. Organisationsutveckling, 

personalfrågor och attraktiv 

Eva Aliris AB Eva Aliris

4.  Organisationsutveckling, 

personalfrågor och attraktiv 

arbetsgivare

Transportexperten i 

Skandinavien AB/Visionskraft
Magnus Öhrnell

5. Produkt och 

tjänsteutveckling, import/export

Hushållningssällskapet 

Jämtland
Julia Pearson

5.  Produkt/tjänsteutveckling och 

import/export

Driv Innovation AB Nicklas Berglin 6. Digitalisering och IT

Optinet Data AB Emil Hernborg 6. Digitalisering och IT

Repend Verksamhetskonsult Michael Andersson 6. Digitalisering och IT 

Virtuell Design AB Andreas Richter 6. Digitalisering och IT     

Åre Live Your Dream AB Johan Lidenmark 6. Digitalisering och IT     
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RUN/111/2022 


KONSULTER FÖR TIMBANKEN 


DELEGATIONSBESLUT 


 


Tilldelningsbeslut 
 
Upphandlande myndighet: Region Jämtland Härjedalen, 232100–0214 
Upphandling: Konsulter för timbanken  RUN/111/2022 
Föredragande: Per Wallenhed 
Samråd: Sofie Jonsson, Sven Winemark 
Beslutande: Elin Nirjens, tf områdeschef 
Delegationsbestämmelse och delegation: Delegationsbestämmelser för regionala utvecklingsnämnden i Region 
Jämtland Härjedalen punkt: 5.2 


Omfattning 
Upphandlingen avser konsulter till Timbanken. 


Region Jämtland Härjedalen tillsammans med länets kommuner kommer att fortsätta med 


projekt Timbanken med start under Q1 2022 och verksamheten kommer att pågå till 


december 2024.  


Rådgivningen till företag beräknas kunna starta i mars alternativt april månad 2022. 


Timbanken ska ge företag i länet möjlighet till max 5 timmars kostnadsfri rådgivning under 


ett kalenderår för att utveckla sitt företag. Timbankens verksamhet har tidigare drivits 


under åren 2018-2019 samt 2020 - 2021 och mottagits mycket positivt bland både företag 


och deltagande konsulter.  


Upphandlingsform 
Upphandlingen har genomförts som en upphandling under tröskelvärdet enligt LOU, Lag 


(2016:1145) om offentlig upphandling. I upphandlingen antas samtliga anbud som uppfyller 


de obligatoriska krav enligt upphandlingsdokumentationen. Upphandlingen har delats upp i 


6 olika delar där anbud kunnat lämnas på minst en, högst två, områden per anbudsgivare: 


- Affärsplan, affärsstrategi och affärsutveckling 


- Ekonomi, juridik och offentlig upphandling 


- Marknadsföring och sälj  


- Organisationsutveckling, personalfrågor och attraktiv arbetsgivare 


- Produkt/tjänsteutveckling och import/export 


- Digitalisering och IT 


Annonsering 
Upphandlingsdokumenten annonserades den 2022-02-08 på e-Avrops webbplats för 


offentliga upphandlingar. Sista anbudsdag var 2022-02-21. 


 


Totalt hämtades upphandlingsdokumenten i e-Avrop av 79 företag under anbudstiden på 14 


dagar (2022-02-08- 2022-02-21). 


Avtalstid 
Avtal löper från och med 2022-03-11 till och med 2024-12-31. Köparen äger ensidig rätt att 
förlänga avtalet fram till, som längst, 2026-02-28. Det totala maxvärdet för avtalet är 1000 
000 SEK. Köparen äger ensidig rätt att utöka avtalsvärdet upp till ytterligare 1000 000 SEK. 
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RUN/111/2022 


KONSULTER FÖR TIMBANKEN 


DELEGATIONSBESLUT 


 


Anbud och utvärdering 


Inkomna anbud 
Vid anbudsöppningen var 43 anbud inlämnade från de företag som framgår av Bilaga 


Öppningsprotokoll. 


Prövning av anbudsgivare 
Region Jämtland Härjedalen har kontrollerat anbudsgivarna i enlighet med 


upphandlingsdokumenten och LOU. Samtliga anbud uppfyller ställda krav och har därmed 


antagits. 


Vinnande anbud 
Vid prövning och utvärdering i enlighet med angivna förutsättningar utsågs 43 anbud till 


vinnare. Antagna anbud och vilka områden de tilldelats framgår av Bilaga Tilldelade 


leverantörer 


Förslag till beslut  
Ovanstående anbudsgivare har lämnat godkända anbud utifrån kriterierna i 


upphandlingsdokumenten och bör därför tilldelas uppdraget. 


Beslut 
Region Jämtland Härjedalen beslutar att tilldela avtal till de anbudsgivare som framgår av 


Bilaga Tilldelade leverantörer med hänsyn till vad som anförts ovan, enligt bifogade bilagor 


och i enlighet med den genomförda upphandlingen. 


 


Med hänsyn till överprövningsmöjligheten i LOU kommer avtal med antagna anbudsgivare 


inte tecknas förrän en avtalsspärr om tio dagar löpt ut. Avtalsspärren börjar löpa från och 


med dagen efter att detta tilldelningsbeslut meddelats till respektive anbudsgivare. 


 
 


 


Beslutet har undertecknats genom digital signering 


 


 


Bilagor: 


Öppningsprotokoll 


Tilldelade leverantörer 








 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Vara/tjänst/entreprenad
Konsulter för timbanken RUN/111/2022


Ansvarig upphandlare
Per Wallenhed


Sista anbudsdag
2022-02-21


Upphandlingsförfarande
Enstegsförfarande


Anbud Id: 189906 Ankom den 2022-02-20
Öppnades den 2022-02-22


Anbudsgivare: Adeona Mervärden AB
556382-3219
Ångstavägen 70
83021 Tandsbyn


Inlämnat av: Eva Liljeros
070-6356815
eva@adeona.se


Verifieringskod: vywRpzpkut9EUXzZ82Dtkw==


Öppnad av Per Wallenhed


Anbud Id: 189907 Ankom den 2022-02-15
Öppnades den 2022-02-22


Anbudsgivare: Always 4R you
630315-8916
Sikvägen 86
832 53 Frösön


Inlämnat av: Henrik Lundqvist
0722069095
helu.lund@gmail.com


Verifieringskod: jwQFcFShf47Xq39+0vkhWg==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          1/22



mailto:eva@adeona.se

mailto:helu.lund@gmail.com





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189908 Ankom den 2022-02-20
Öppnades den 2022-02-22


Anbudsgivare: Amphinorth AB
559096-4648
Prästgatan 65 C
83134 ÖSTERSUND


Inlämnat av: Anna Johansson
0736467801
anna@ledarskaphalsa.se


Verifieringskod: ZTM7JjrYTrZ3xiOeBQ+udg==


Öppnad av Per Wallenhed


Anbud Id: 189909 Ankom den 2022-02-21
Öppnades den 2022-02-22


Anbudsgivare: Brighter business
840502-6264
Floragatan 10
66233 Åmål


Inlämnat av: Mia Lindgren
0731827127
mia@mialindgren.se


Verifieringskod: he74cf9hWrY7HHMlA/DfKA==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          2/22



mailto:anna@ledarskaphalsa.se

mailto:mia@mialindgren.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189910 Ankom den 2022-02-16
Öppnades den 2022-02-22


Anbudsgivare: Celavi Verksamhetsutveckling AB
556629-9458
Brovägen 5
182 76 Stocksund


Inlämnat av: Anders Lycksäter
070-2686411
anders.lycksater@celavi.se


Verifieringskod: 1Ys+Ip0KJqxZCWZx1yFeHQ==


Öppnad av Per Wallenhed


Anbud Id: 189911 Ankom den 2022-02-21
Öppnades den 2022-02-22


Anbudsgivare: Colleen's & Company
559031-9496
Kurortsvägen 20B
83752 Åre


Inlämnat av: Petra Colleen
0707624049
petra@colleens.se


Verifieringskod: AuOpFs5fQgCwkwSRI2lSZQ==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          3/22



mailto:anders.lycksater@celavi.se

mailto:petra@colleens.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189912 Ankom den 2022-02-21
Öppnades den 2022-02-22


Anbudsgivare: Driv Innovation AB
559065-3753
Forskarens väg 11
831 40 Östersund


Inlämnat av: Pernilla Hellan
0730271803
pernilla.hellan@drivinnovation.se


Verifieringskod: dY3nyDCmbRybtqnXx1Ynvg==


Öppnad av Per Wallenhed


Anbud Id: 189913 Ankom den 2022-02-18
Öppnades den 2022-02-22


Anbudsgivare: EQLY
761202-6901
Storviksvägen 10
83433 Brunflo


Inlämnat av: Susanne  Persson
0703494959
susanne.persson@eqly.se


Verifieringskod: tr0ahQ1r0zizGseMQB9BXg==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          4/22



mailto:pernilla.hellan@drivinnovation.se

mailto:susanne.persson@eqly.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189914 Ankom den 2022-02-19
Öppnades den 2022-02-22


Anbudsgivare: Esam AB
556502-0293
Nygatan 14
90327 Umeå


Inlämnat av: David Sandén
+46703904092
david.sanden@esam.se


Verifieringskod: W8MiwN5bC+gPKXFg2CLHJQ==


Öppnad av Per Wallenhed


Anbud Id: 189915 Ankom den 2022-02-20
Öppnades den 2022-02-22


Anbudsgivare: Eva Aliris AB
559215-2390
Stallbacken 27
836 95 ÅS


Inlämnat av: Eva Aliris
0705551681
eva@aliris.se


Verifieringskod: RiyQla4Pa8/RMQbP/KEOKg==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          5/22



mailto:david.sanden@esam.se

mailto:eva@aliris.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189916 Ankom den 2022-02-21
Öppnades den 2022-02-22


Anbudsgivare: Firma Mats Mattiasson
570823-8232
Kanslihusgränd 8B
831 32 Östersund


Inlämnat av: Mats Mattiasson
+46705503800
mattiasson.mats@gmail.com


Verifieringskod: Dvyc+ZTV/ZSgdtkREm4rxw==


Öppnad av Per Wallenhed


Anbud Id: 189917 Ankom den 2022-02-16
Öppnades den 2022-02-22


Anbudsgivare: Fotograf Anna Wilhelmsson AB
556913-0106
Storsjöstråket 19
83134 Östersund


Inlämnat av: Anna Wilhelmsson
0706318300
anna@fotograferna-mariaanna.se


Verifieringskod: qRq/viTRBfgTuSGNM4qo1w==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          6/22



mailto:mattiasson.mats@gmail.com

mailto:anna@fotograferna-mariaanna.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189918 Ankom den 2022-02-17
Öppnades den 2022-02-22


Anbudsgivare: Goda tjänster i Östersund AB
556682-6649
Fiskarv 9
83152 Östersund


Inlämnat av: Camilla O Billdé
0705093399
kontakt@godatjanster.se


Verifieringskod: gZfzB9AA1zilBfInj8tNAA==


Öppnad av Per Wallenhed


Anbud Id: 189919 Ankom den 2022-02-09
Öppnades den 2022-02-22


Anbudsgivare: Henriksson Analys AB
559213-2657
Kolvedsvägen 82
83173 Östersund


Inlämnat av: Lena Henriksson
070-6569844
lena@henrikssonanalys.se


Verifieringskod: p//3qD+u1cfrbvSNFsb8/w==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          7/22



mailto:kontakt@godatjanster.se

mailto:lena@henrikssonanalys.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189920 Ankom den 2022-02-21
Öppnades den 2022-02-22


Anbudsgivare: Hushållningssällskapet Jämtland
262000-0238
Ösavägen 14
836 94 Ås


Inlämnat av: Karin Ahlberg Eliasson
0703921313
karin.eliasson@hushallningssallskapet.se


Verifieringskod: wokA7n6i6uiMh1ethvPgQA==


Öppnad av Per Wallenhed


Anbud Id: 189921 Ankom den 2022-02-20
Öppnades den 2022-02-22


Anbudsgivare: J Granqvist Coach & Konsult AB
559349-7372
Ottfjällsvägen 56
831 70 Östersund


Inlämnat av: Jessica Granqvist
0706985915
yesgranqvist@gmail.com


Verifieringskod: zQ7+y7oFATooD9o9wz2svQ==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          8/22



mailto:karin.eliasson@hushallningssallskapet.se

mailto:yesgranqvist@gmail.com





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189922 Ankom den 2022-02-17
Öppnades den 2022-02-22


Anbudsgivare: KKRR AB
559302-8573
Regementsgatan 29
83135 Östersund


Inlämnat av: Martin Johansson
0702116235
martino.johansson82@gmail.com


Verifieringskod: mkFyocVTLPUIUIgwefdOYA==


Öppnad av Per Wallenhed


Anbud Id: 189923 Ankom den 2022-02-16
Öppnades den 2022-02-22


Anbudsgivare: Kraftskolan AB
556570-8509
Börön 310
834 97 Brunflo


Inlämnat av: Margareta Stenmark Magnusson
0703967595
margareta@kraftskolan.com


Verifieringskod: EoKwhPMCnQXsWczp4F65Ag==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          9/22



mailto:martino.johansson82@gmail.com

mailto:margareta@kraftskolan.com





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189924 Ankom den 2022-02-14
Öppnades den 2022-02-22


Anbudsgivare: Kriskonsulterna Jämtland AB
556923-9907
Tullgatan 29 B
83135 Östersund


Inlämnat av: Malin Burman
0730691832
info@kriskonsulterna.se


Verifieringskod: UUVEf8KKbModEcRz8BOQQg==


Öppnad av Per Wallenhed


Anbud Id: 189925 Ankom den 2022-02-11
Öppnades den 2022-02-22


Anbudsgivare: LHL Kommunikation
559293-2643
Eldpoststigen 2
831 58 Östersund


Inlämnat av: Håkan Lundqvist
0703611101
hakan.lundqvist@lhlkommunikation.se


Verifieringskod: qZztjaxx4aNdUkof+WAoww==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          10/22



mailto:info@kriskonsulterna.se

mailto:hakan.lundqvist@lhlkommunikation.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189926 Ankom den 2022-02-20
Öppnades den 2022-02-22


Anbudsgivare: M Simonsson AB
556850-3865
Gåxsjö 165
83349 Hammerdal


Inlämnat av: Marie Simonsson
070-6405960
marie@msimonsson.se


Verifieringskod: M5DtFmobBzi0RTXPOzvuug==


Öppnad av Per Wallenhed


Anbud Id: 189927 Ankom den 2022-02-16
Öppnades den 2022-02-22


Anbudsgivare: Mänskliga möten Åre
681226-8263
Vaktpoststigen 23
83132 Östersund


Inlämnat av: Marlene Gustafsson
0703070719
marlene@manskligamotenare.se


Verifieringskod: E2GoTZv0AoTHEhqoo7bVWQ==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          11/22



mailto:marie@msimonsson.se

mailto:marlene@manskligamotenare.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189928 Ankom den 2022-02-20
Öppnades den 2022-02-22


Anbudsgivare: Nestorville AB
556894-1164
Köpmangatan 52A
831 34 Östersund


Inlämnat av: Anders Nilsson
+4663102060
anders@nestorville.se


Verifieringskod: P7RI10E3r+6fyDpybDkZuA==


Öppnad av Per Wallenhed


Anbud Id: 189929 Ankom den 2022-02-09
Öppnades den 2022-02-22


Anbudsgivare: Nordiska Stil - Design by Nathalie
780117-5188
Skålan 137
84552 Åsarna


Inlämnat av: Nathalie de Groot
070-2777645
nathalie@nordiskastil.se


Verifieringskod: atJBZ7j9OS4QaKQQFocoWw==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          12/22



mailto:anders@nestorville.se

mailto:nathalie@nordiskastil.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189930 Ankom den 2022-02-18
Öppnades den 2022-02-22


Anbudsgivare: Optinet Data AB
556498-6650
Åkervägen 1
84672 FUNÄSDALEN


Inlämnat av: Emil Hernborg
0708640990
emil@optinet.se


Verifieringskod: pLMCcIpYLErTwy8Ms/+bvA==


Öppnad av Per Wallenhed


Anbud Id: 189931 Ankom den 2022-02-21
Öppnades den 2022-02-22


Anbudsgivare: payoff utvärdering och analys Aktiebolag
556777-5340
Kunskapens väg 6
831 40 ÖSTERSUND


Inlämnat av: Sven Vikberg
076-13 41 503
sven@payoff.se


Verifieringskod: IVHZ1uissfZqQeypdUHCZw==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          13/22



mailto:emil@optinet.se

mailto:sven@payoff.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189932 Ankom den 2022-02-16
Öppnades den 2022-02-22


Anbudsgivare: PTINO AB
559046-4433
Vik 720
83797 Åre


Inlämnat av: Simon Oest
0703090638
info@ptino.se


Verifieringskod: 5V3TRGlOH2B/WHervm09NA==


Öppnad av Per Wallenhed


Anbud Id: 189933 Ankom den 2022-02-10
Öppnades den 2022-02-22


Anbudsgivare: Ralph Hedman Ekonomi
571013-0070
Sommarslingan 10
83296 Frösön


Inlämnat av: Ralph Hedman
0706008756
hedmanralph@gmail.com


Verifieringskod: waYXlBUSxALgswdHeuIpHQ==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          14/22



mailto:info@ptino.se

mailto:hedmanralph@gmail.com





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189934 Ankom den 2022-02-21
Öppnades den 2022-02-22


Anbudsgivare: Repend Verksamhetskonsult
750316-0298
Grötingen 207
84393 Bräcke


Inlämnat av: Michael Andersson
+46730244828
emicand@gmail.com


Verifieringskod: ZTfq9AEb8oOZ0BsX6qDVlg==


Öppnad av Per Wallenhed


Anbud Id: 189935 Ankom den 2022-02-15
Öppnades den 2022-02-22


Anbudsgivare: Retailbjörnen AB
559016-2953
Hembygdsvägen 2
837 98 Åre


Inlämnat av: Björn Salomonsson
0730 788 660
bjorn@retailbjornen.se


Verifieringskod: dGlMqR9PE7ursBf9zqdAZg==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          15/22



mailto:emicand@gmail.com

mailto:bjorn@retailbjornen.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189936 Ankom den 2022-02-11
Öppnades den 2022-02-22


Anbudsgivare: Sexnollsexnoll AB
556577-7850
Lignells väg 9
83142 Östersund


Inlämnat av: Johan Bexelius
070-6060632
bexeliusjohan@gmail.com


Verifieringskod: JNI6ObMTnZe7bkHJpGa28w==


Öppnad av Per Wallenhed


Anbud Id: 189937 Ankom den 2022-02-11
Öppnades den 2022-02-22


Anbudsgivare: Sofia Jonsson
881115-1540
Hol 404 B
872 98 Norström


Inlämnat av: Sofia Jonsson
0706470220
info@motstandskraft.se


Verifieringskod: FVwxPht3enzqd8QPuEHpTw==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          16/22



mailto:bexeliusjohan@gmail.com

mailto:info@motstandskraft.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189938 Ankom den 2022-02-20
Öppnades den 2022-02-22


Anbudsgivare: Styrkebaserad i Sverige AB
556852-4374
Björkbackavägen 3
83142 Östersund


Inlämnat av: Daniel Richardsson
073-8181909
go@styrkebaserad.org


Verifieringskod: b5PcnGCb31HyWaHraNpKxQ==


Öppnad av Per Wallenhed


Anbud Id: 189939 Ankom den 2022-02-20
Öppnades den 2022-02-22


Anbudsgivare: The Good Tribe AB
556908-0376
c/o Outdoor Buddies, Årevägen 75
837 52 Åre


Inlämnat av: Evelina Lundqvist
0708-308322
evelina@thegoodtribe.com


Verifieringskod: XdTZbt1W8TkY87mFQp1nNg==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          17/22



mailto:go@styrkebaserad.org

mailto:evelina@thegoodtribe.com





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189940 Ankom den 2022-02-21
Öppnades den 2022-02-22


Anbudsgivare: Tornet Innovation AB
559269-3641
Forskarens väg 11
83140 Östersund


Inlämnat av: Bengt Myhrman
0709248080
bengt.myhrman@tornetinnovation.se


Verifieringskod: PlXF/ZXWeBkNKjBYkLi4NA==


Öppnad av Per Wallenhed


Anbud Id: 189941 Ankom den 2022-02-14
Öppnades den 2022-02-22


Anbudsgivare: Transportexperten i Skandinavien AB
559019-0707
Haga 155
834 97 Brunflo


Inlämnat av: Camilla Olsson
+46705838280
camilla@visionskraft.se


Verifieringskod: 6PKq5AmYmLynnG0R/5iwTQ==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          18/22



mailto:bengt.myhrman@tornetinnovation.se

mailto:camilla@visionskraft.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189942 Ankom den 2022-02-16
Öppnades den 2022-02-22


Anbudsgivare: wilhelmsson web & media
950730-5598
Hornsgatan 7A
83242 Östersund


Inlämnat av: Johan Wilhelmsson
0767763675
wilhelmsson.web@gmail.com


Verifieringskod: r5oSXCNBx4Tk3j42ymBQFA==


Öppnad av Per Wallenhed


Anbud Id: 189943 Ankom den 2022-02-21
Öppnades den 2022-02-22


Anbudsgivare: Virtuell Design AB
556583-5211
Kurortsvägen 20B
837 52 Åre


Inlämnat av: Andreas Richter
0736-601002
andreas@virtuelldesign.se


Verifieringskod: bBqN/GqBK/fuboEJL6e1Aw==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          19/22



mailto:wilhelmsson.web@gmail.com

mailto:andreas@virtuelldesign.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189944 Ankom den 2022-02-08
Öppnades den 2022-02-22


Anbudsgivare: Vägla Turism & Affärsutveckling
Landsbygdscoach
521127-5960
De La Gardieväg 60, 1101
53152 Lidköping


Inlämnat av: Ewa-Britt Filipsson
0704574135
landsbygdscoach@gmail.com


Verifieringskod: vyXSo6jiq/PGsaNxb9FFbA==


Öppnad av Per Wallenhed


Anbud Id: 189945 Ankom den 2022-02-21
Öppnades den 2022-02-22


Anbudsgivare: Xpansion Affärspartner Nesterud Wiik AB
556640-3241
Vandrarvägen 15
83246 Frösön


Inlämnat av: Ove Nesterud
070-5471384
ove@xpansion.se


Verifieringskod: cwS18zMUdpk9llfEG5cF0g==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          20/22



mailto:landsbygdscoach@gmail.com

mailto:ove@xpansion.se





 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189946 Ankom den 2022-02-20
Öppnades den 2022-02-22


Anbudsgivare: Zynligt AB
556978-0975
Odensalagatan 26
83144 Östersund


Inlämnat av: Ulrica Hellsttröm
072-236 32 00
ulrica.hellstrom@telia.com


Verifieringskod: cgLwmr2cWXi+a4S70VtnIQ==


Öppnad av Per Wallenhed


Anbud Id: 189947 Ankom den 2022-02-21
Öppnades den 2022-02-22


Anbudsgivare: Åre Live Your Dream AB
556814-0585
Bandvagnsgränd 2
832132 Östersund


Inlämnat av: Johan Lidenmark
0733818461
johan@liveyourdream.se


Verifieringskod: HKJlLPtAG3PTvemQTo1vgw==


Öppnad av Per Wallenhed


133878: 2022-02-22 14:19          21/22



mailto:ulrica.hellstrom@telia.com

mailto:johan@liveyourdream.se





 


43 Anbud öppnade
 
 
 


Öppningsprotokoll


Konsulter för timbanken: 01.4 Konsulttjänster


Anbud Id: 189948 Ankom den 2022-02-21
Öppnades den 2022-02-22


Anbudsgivare: Östersunds Redovisningsbyrå AB
559014-2625
Återgången 19
83161 Östersund


Inlämnat av: Jerker
0701301413
jerker@osdred.se


Verifieringskod: cSgyMBarWc0NHGom5LE1bA==


Öppnad av Per Wallenhed


Undertecknat Undertecknat


Namnförtydligande Namnförtydligande


133878: 2022-02-22 14:19          22/22



mailto:jerker@osdred.se






Konsultföretaget Konsult Insatsområde


KKRR AB Martin Johansson
1. Affärsplan, affärsstrategi & 


affärsutveckling


Brighter business Mia Lindgren
1. Affärsplan, affärsstrategi och 


affärsutveckling


Kraftskolan AB Margareta Stenmark
1. Affärsplan, affärsstrategi och 


affärsutveckling


M Simonsson AB Marie Simonsson
1. Affärsplan, affärsstrategi och 


affärsutveckling


Payoff AB Jonas Huldt
1. Affärsplan, affärsstrategi och 


affärsutveckling


Ptino AB Simon Oest
1. Affärsplan, affärsstrategi och 


affärsutveckling


The Good Tribe AB Evelina Lundqvist
1. Affärsplan, affärsstrategi och 


affärsutveckling


Affärspartner Ove Nesterud AB Ove Nesterud
1. Affärsplan, affärsstrategi och 


affärsutveckling


Östersunds Redovisningsbyrå 


AB
David Thengman


1. Affärsplan, affärsstrategi och 


affärsutveckling


Celavi Verksamhetsutveckling 


AB
Anders Lycksäter


1.  Affärsplan, affärsstrategi & 


affärsutveckling


Esam AB Christina Pih
1.  Affärsstrategi, 


affärsutveckling


Adeona Mervärden AB Eva Liljeros
2. Ekonomi, juridik och offentlig 


upphandling


Goda tjänster i Östersund AB Camilla O Billdé
2. Ekonomi, juridik och offentlig 


upphandling


Henriksson Analys AB Lena Henriksson
2. Ekonomi, juridik och offentlig 


upphandling


Ralph Hedman Ekonomi Ralph Hedman
2. Ekonomi, juridik och offentlig 


upphandling


Östersunds Redovisningsbyrå 


AB
Jerker Jämthagen


2. Ekonomi, juridik och offentlig 


upphandling


Firma Mats Mattiasson Mats Mattiasson
2.  Ekonomi, juridik och offentlig 


upphandling


Transportexperten i 


Skandinavien AB/Visionskraft
Camilla Olsson 3. Marknadsföring


Always 4R you Henrik Lundqvist 3. Marknadsföring och sälj


Hushållningssällskapet 


Jämtland
Ida  Lindman 3. Marknadsföring och sälj


LHL kommunikation AB Håkan Lundqvist 3. Marknadsföring och sälj


Nestorville AB Anders Nilsson 3. Marknadsföring och sälj


Nordiska Stil - Nathalie de 


Groot
Nathalie de Groot 3. Marknadsföring och sälj


Retailbjörnen AB Björn Salomonsson 3. Marknadsföring och sälj


Sexnollsexnoll AB Johan Bexelius 3. Marknadsföring och sälj


Tornet Innovation AB Catrin Myhrman 3. Marknadsföring och sälj


Wilhelmsson Web & Media AB Johan Wilhelmsson 3. Marknadsföring och sälj


Vägla Västgötalandet 


Landsbygdscoach Turism & 


Affärsutveckling


Ewa-Britt Filipsson 3. Marknadsföring och sälj


Zynligt A Ulrica Hellström 3. Marknadsföring och sälj







Colleens & Company AB (bytt 


företag till Brand and Cultures 


AB)


Annika Englund
3. Marknadsföring och sälj                                        


ok


Fotograf Anna Wilhelmsson AB Anna Wilhelkmsson 3.  Marknadsföring och sälj


Amphinorth AB Anna Johansson


4. Organisationsutveckling, 


personalfrågor och attraktiv 


arbetsgivare


Colleens & Company AB (bytt 


företag till Brand and Cultures 


AB)


Petra Colleen


4. Organisationsutveckling, 


personalfrågor och attraktiv 


arbetsgivare


Driv Innovation AB Pernilla Hellan


4. Organisationsutveckling, 


personalfrågor och attraktiv 


arbetsgivare


EQLY Susanne Persson


4. Organisationsutveckling, 


personalfrågor och attraktiv 


arbetsgivare


J Granqvist Coach & Konsult 


AB
Jessica Granqvist


4. Organisationsutveckling, 


personalfrågor och attraktiv 


arbetsgivare


Kriskonsulterna Jämtland AB Malin Burman


4. Organisationsutveckling, 


personalfrågor och attraktiv 


arbetsgivare


Mänskliga Möten Marlene Gustafsson


4. Organisationsutveckling, 


personalfrågor och attraktiv 


arbetsgivare


Payoff AB Sven Vikberg


4. Organisationsutveckling, 


personalfrågor och attraktiv 


arbetsgivare


Sofia Jonsson Sofia Jonsson


4. Organisationsutveckling, 


personalfrågor och attraktiv 


arbetsgivare


Styrkebaserad i Sverige AB Daniel Richardsson
4. Organisationsutveckling, 


personalfrågor och attraktiv 


Eva Aliris AB Eva Aliris


4.  Organisationsutveckling, 


personalfrågor och attraktiv 


arbetsgivare


Transportexperten i 


Skandinavien AB/Visionskraft
Magnus Öhrnell


5. Produkt och 


tjänsteutveckling, import/export


Hushållningssällskapet 


Jämtland
Julia Pearson


5.  Produkt/tjänsteutveckling och 


import/export


Driv Innovation AB Nicklas Berglin 6. Digitalisering och IT


Optinet Data AB Emil Hernborg 6. Digitalisering och IT


Repend Verksamhetskonsult Michael Andersson 6. Digitalisering och IT 


Virtuell Design AB Andreas Richter 6. Digitalisering och IT     


Åre Live Your Dream AB Johan Lidenmark 6. Digitalisering och IT     
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    "orgNr" : "2321000214",
    "personGivenName" : "Elin",
    "email" : "elin.nirjens@regionjh.se"
  } ],
  "time" : "2022-03-24T16:11:23.000+0100",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "e-Avrop AB",
    "ipAddress" : "213.187.208.106",
    "orgNr" : "5565338133"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "aafec9a0-ab84-11ec-8bec-b14471a13122"
}, {
  "id" : "de82aa90-ab88-11ec-a233-3d44cfaee1b2",
  "time" : "2022-03-24T16:41:27.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.235.118.25"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Elin Nirjens",
    "country" : "SE",
    "orgName" : "JÄMTLANDS LÄNS LANDSTING",
    "personSurname" : "Nirjens",
    "orgNr" : "2321000214",
    "personGivenName" : "Elin",
    "email" : "elin.nirjens@regionjh.se"
  }
}, {
  "id" : "1f937730-ab89-11ec-a233-3d44cfaee1b2",
  "time" : "2022-03-24T16:43:17.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.235.118.25"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Elin Nirjens",
    "country" : "SE",
    "orgName" : "JÄMTLANDS LÄNS LANDSTING",
    "personSurname" : "Nirjens",
    "orgNr" : "2321000214",
    "personGivenName" : "Elin",
    "email" : "elin.nirjens@regionjh.se"
  }
}, {
  "id" : "2df39490-ab89-11ec-bf7b-bb492984c99b",
  "time" : "2022-03-24T16:43:41.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.235.118.25"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Elin Nirjens",
    "country" : "SE",
    "orgName" : "JÄMTLANDS LÄNS LANDSTING",
    "personSurname" : "Nirjens",
    "orgNr" : "2321000214",
    "personGivenName" : "Elin",
    "email" : "elin.nirjens@regionjh.se"
  }
}, {
  "id" : "6d143f10-ab8b-11ec-a233-3d44cfaee1b2",
  "time" : "2022-03-24T16:59:46.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.235.118.25"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Elin Nirjens",
    "country" : "SE",
    "orgName" : "JÄMTLANDS LÄNS LANDSTING",
    "personSurname" : "Nirjens",
    "orgNr" : "2321000214",
    "personGivenName" : "Elin",
    "email" : "elin.nirjens@regionjh.se"
  }
}, {
  "id" : "273ecc30-ab90-11ec-bf7b-bb492984c99b",
  "time" : "2022-03-24T17:33:36.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.70.41.151"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Elin Nirjens",
    "country" : "SE",
    "orgName" : "JÄMTLANDS LÄNS LANDSTING",
    "personSurname" : "Nirjens",
    "orgNr" : "2321000214",
    "personGivenName" : "Elin",
    "email" : "elin.nirjens@regionjh.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Elin Nirjens",
    "country" : "SE",
    "orgName" : "JÄMTLANDS LÄNS LANDSTING",
    "personSurname" : "Nirjens",
    "orgNr" : "2321000214",
    "personGivenName" : "Elin",
    "email" : "elin.nirjens@regionjh.se"
  },
  "signingMetadata" : {
    "personNr" : "197604127865",
    "personSurname" : "NIRJENS",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIlRpbGxkZWxuaW5nc2Jlc2x1dCB0aW1iYW5rZW4gLSBkaWdpdGFsIHNpZ25lcmluZyIgCklEOiBhOTBjOTY5MC1hYjg0LTExZWMtOTkxMi03OWEyZmYzYTkzMzkKRGF0dW06IDIwMjItMDMtMjQKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "2948a5f0-ab90-11ec-84fa-b15433000c00",
    "tbsHidden" : "",
    "personGivenName" : "ELIN",
    "startDate" : "2022-03-24T16:33:40.091+0000",
    "transactionId" : "b26a360c2592f5c8766a70242f9eb412"
  },
  "time" : "2022-03-24T17:33:51.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.70.41.151"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "300113a0-ab90-11ec-9df1-f340507d2189"
} ]




Overview
Egreement AB


Version 3.0.123, 2022-01-18







Table of Contents
Purpose . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Glossary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Agreement Basics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2


Version Properties . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3


Workflow . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3


Agreement Creation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3


Agreement Files . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3


Contracting Parties . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4


Signature Creation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4


Download . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4


Logging . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4


Dispute . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4


Reference Documentation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4







Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


NTP Network Time Protocol


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards
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Term Description


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.


• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken
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place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments
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How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example(s) Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example(s) Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


personNr 19550505-1234 (Sweden),
220750-999Y (Finland)


The user’s personal identity
number.
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Parameter name Parameter value example(s) Description


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example(s) Description


fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each


agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created
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• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example(s) Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b


System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).


agreementVersion 1.15 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set


Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification
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Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.15


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.


◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.
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Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature, base64 encoded.
The underlying format depends
on the signature method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.


tbs SSBzaWduOiAiQ29udHJhY3QiIA
pJRDogNjdkN2…


The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.
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Parameter name Parameter value example Description


tbsHidden LS0tLS0tLS0tLQpDb250ZW50Og
oKImJsdWUucG…


Hidden additional text also
being signed, base64 encoded.
This parameter is only included
for some signing methods.


How to Validate


Check that time of entry is after Agreement Created.


EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be


stored as a part of SignMetadata.


For non-advanced signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.


Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS or hash
of TBS matches the TBS from SignMetadata.


9







Output type How to validate


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:


◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information


Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.
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Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.


◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.


Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.15",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
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    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
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    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for


more details.


• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID


• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date
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Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs


◦ Representation of agreement parts which are not possible to visualize are to include last


modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title


Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced
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Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page


Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json


Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json


Agreement Version : 1.13


• Date of Change : 2020-10-22


• Logs


◦ Finnish EID is introduced


Agreement Version : 1.14


• Date of Change : 2021-08-03


• Logs


◦ TBS explanation is extended


Agreement Version : 1.15


• Date of Change : 2021-11-07


• Logs


◦ Norwegian BankID signing documentation is updated


◦ Norwegian BankID signing by the means of authentication is introduced


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, from how to make all


agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates either that a person adopts the contents


of an electronic message, or more broadly that the person who claims to have written a message is the


one who wrote it. Examples of electronic signatures are:


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• SMS Signature - A signature created by responding to an SMS with context specific content.


• Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based


email service.
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• Click Signature - A signature created by personalized link.


• Cryptographic Signature - A signature created using a cryptographic key.


Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:


• is uniquely tied to the signatory,


• makes it possible to identify the signatory,


• is created using material only controlled by the signatory and


• is tied to the signed data in such way that any changes can be detected.


Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide


advanced electronic signatures.


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric


encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).
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Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:


• Create text representation of agreement


• Create digital signature
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Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non-advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS - Swedish BankID only


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different


between signing clients and also have different localizations it will be saved together with the digital


signature. In cases where hidden TBS is not supported, the visible TBS will contain information that


otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,


the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated


as if the ordered agreement files were a single file.


Example


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS. This is currently only supported for Swedish BankID.


Example
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----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non-advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature and authentication)


• Finnish strong identification


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.


Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.


It is a PKI based solution with support for file based tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.
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Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed, base64 encoded.


• tbsHidden - Hidden data being signed, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID - advanced electronic signature


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,


supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the TBS.
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Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be signature.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Norwegian BankID - authentication


Authentication based signing is also provided by the means of Norwegian BankID.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.
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• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.


How to validate


As an authentication alone does not digitally sign the agreement content, the person details such as


given name, surname and date of birth must be compared with the requested signee.


Finnish strong identification


Strong identification broker services are provided by Telia Finland for banks and mobile operators in


the Finnish Trust Network ("FTN").


Identity format


Telia produces a signed JWT which contains information about the person.


Table 1. Signed Attributes


Attribute Name Attribute Value


urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus


urn:oid:2.16.840.1.113730.3.1.241 Full name


urn:oid:2.5.4.4 Surname


urn:oid:1.2.246.575.1.14 Given name


More information can be found in Telia Tunnistus.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - Finnish personal identity code.


• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be eid-fi.


• transactionId - Transaction ID from backend system.
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• signature - Signed JWT (from Telia).


• publicKey - Public key (JWK) for the signed JWT (from Telia).


How to validate


The signed JWT can be verified using the public key.


Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as an SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.


• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.


API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie
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the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes
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(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)
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• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has


to keep the link secret.


Reference documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.
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Document name Description


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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