Lagesbild Cybersakerhet

= Omvarldslaget
= Aktuell hotbild

= Revision IT-sakerhet
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Omvarldslaget avseende Cybersakerhet

OMVARLDSLAGET

Hacktivistgrupper

— Politiskt, socialt eller baserat pa religion

— Genomfor aktioner i cyberdoméanen

Anses vara fristaende grupperingar

Ibland med kopplingar till statsunderstodda aktorer
Slar i storre utstrackning mot civilsamhallet

Aven mot stodjande nationer
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Omvarldslaget avseende Cybersakerhe

HACKTIVISTGRUPPER, POLITISKT MOTIVERADE HOTAKTORER

Ryssland Ukraina konflikten
"straffar” stodjande nationer

Svensk samproduktion av CV90 med Ukraina

— proryska gruppen Noname57 genomfor DDOS-attacker mot
svensk infrastruktur och samhallsviktig verksamhet
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EJToday's symbol of our ongoing attacks on SWEden will be the
Peterhof fountain "Samson tearing the mouth of a lion” with a
sculpture of the muscular Sampson, symbolizing the strength of
the Russian army, tearing the mouth of a lion, as a symbol of the
Swedish army £,

As Alexander Pushkin wrote, “from now on we will threaten the
Swede..."

., Financial consulting Svenska Handelsbanken:
check-host.net/check-report/12389456k3a6

&5 We don't stop and continue our journey around
For dessert we had Blekingetrafiken - a portal wit
about public transport in the Blekinge region:

., Swedbank:

Khttps://check-host net/check-report/11abc0ffk a thorization service - check-host.net/check-report/12389b36ka4

And the Stockholm public transport portal StorstJ
Lokaltrafik: |
Xhups://checkhost.net/check—report/‘l 1abf661k
XPersonaI account - https://check-host.net/ched
report/11abf582k42

., SEB Bank:
Portal - check-host.net/check-report/12389db8k{74
Authorization service - check-host.net/check-report/12389f02kad2

., Bank Skandinaviska Enskilda Banken:

Russian version|DDoS project|Reserve channel | check-host.net/check-report/1238a0a8k4dc

|
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Today we also said hello to Denmark:=

X Organization responsible for road safety:
check-host.net/check-report/11bcfbdckf1

And Silieder:=

Kinformation about Swedish buses:
check-host.net/check-report/11bcfd16kc30

XK Public transport in West Gétaland:
Portal - check-host.net/check-report/11bcfe4bk88a
LK - check-host.net/check-report/11bd0006kbc3

X Public transport website in the Kalmar region:
check-host.net/check-report/11bd012dke1

¥ stockholm public transport:
Portal - check-host.net/check-report/11bd0274k416
LK - check-host.net/check-report/11bd0510k2fc
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@ Swedish authorities announced the delivery of a new aid
package to Ukraine worth $200 millien. It will include “artiflery
ammunition, spare parts, infantry equipment, communications
equipment and ammunition for the Stridsfordon 90 the report
says.

& Of course, the NoMame057(16) team will not leave such
statements unanswered! We're going to destroy SWeden s critical
internet infrastructure...

X sundsvall Port:
check-host.net/check-report/1232bc6ckb10

K Helsingborg Port:
check-host.net/check-report/1232be43k962

¢ Oskarshamn Port:
check-host.net/check-report/1232c639%a77

> Bus company Flygbussarna:
check-host.net/check-report/1232ch7eke3a

M Public transport in the West Gotaland region:
Portal - check-host.net/check-report/1232cd10k59%a
Authorization service - check-host.net/check-report/1232ce90kef2

Follow usEJRussian version|DDoS project|Reserve channel

M Norrtag is a Swedish rail carrier in central and northern Sweden:
i check-host.net/check-report/1232c88bkbéc
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| Auth - check-host.net/check-report/11ab1a5ek3f9
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¥ Ehe Ukrainians enlisted the support of Sweden for the joint
production of thousands of CV-90 infantry fighting vehicles.

The Swedish authorities do not miss the opportunity to waste their
taxpayers' money on Ukrainian neo-Nazis. But we know that the
production of infantry fighting vehicles is another waste of money,
because the vehicles will quickly be broken or captured by the
Russian military

The country’s capital should be spent on ensuring YOUR security,
with which the Swedes have obvious problems - we have already
installed a number of portals in this Russophobic country:

wwInformation about buses - Flygbussarna:
check-host.net/check-report/11ab1645kb55

e Public transport in West Gétaland:
Portal - check-host.net/check-report/11ab16b9k50
Auth - check-host.net/check-report/11ab171fkcaf

&% Public transport in Kalmar:
Portal - check-host.net/check-report/11ab187fk418
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Q Today we went to Sweden againg®

{#yWebsite of the Swedish port of Sundsvall:

H .
check-host.net/check-report/12524b8dkScc i i bl

And a few more Swedish “sick” sites:

{5 Oskarshamn Ferry Port:
check-host.net/check-report/12524d81kb1b
i SEB Bank:
@ Railway carrier Norrtag: check-host.net/check-report/1253%a8ek453

check-host.net/check-report/12524ed0k9be
ﬁﬂank Skandinaviska Enskilda Banken:

gBus company Flygbussarna:
check-host.net/check-report/12525022kf18 check-host.net/check-report/12539¢91kebd
gPublic transport in the West Gotaland region: # Avanza Bank:
check—ﬁos?.net/chfeck{eport/ 12525182kb1d check-host.net/check-report/1253a1f2k179
Authorization service - check-host.net/check-report/125253b0k45e
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Noname57 DDQOS angrepp
Under september 2023

« Ca 75 DDOS-kampanjer
« Endast stodnationer till Ukraina
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Omvarldslaget avseende Cybersakerhet

HACKTIVISTGRUPPER, POLITISKT MOTIVERADE HOTAKTORER

Israel Hamas konflikten
5x fler propalestinska hacktevistgrupper

DDOS angrepp mot Israelisk kritisk infrastruktur,
nyhetsmedia och myndigheter

Red Alert appen skickade varning om forestaende
karnvapenanfall

Aven proryska och proukrainska grupper tar sida i
konflikten

| dagslaget mest riktat mot de stridande parterna
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Omvarldslaget avseende Cybersakerhet

REGION JAMTLAND HARJEDALEN

Phishingforsok forekommer arets alla dagar
Skyddsfunktionerna tar de absolut flesta phishingmailen.

Regionens alla medarbetare utgor en av regionens skyddsfunktioner

— Gor ett mycket bra jobb i att fanga upp de fatal phishingmail som tar sig forbi de
yttersta skydden

— Det aterstar flera lager av skydd efter medarbetarna
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Fran: | G 2 ostcotatrafiken.sex

Skickat: den 2 oktober 2023 12:34
Amne: Upphandlingsunderlag

DocuSign

skickade ett dokument till dig att granska och skriva under

VISA FARDIGT DOKUMENT

REGION

Med vanlig hilsning __JAMTLAND
HARJEDALEN

Upphandlare



Fran: Region Jamtland Harjedalen Global HR Admin <bse@smartinvesting.in>
Skickat: den 9 oktober 2023 18:28

Till regionjh.se>

Amne: Review for I

&

Human Resource/Payroll shared a
file with you

\[}\ Scan the QR code with the camera program on your mobile device to access your files.
A

Microsoft Privacy Statement

1. Scan the Microsoft QR Code using your phone camera.
2. Access your account, then goto settings.

3. Review and verify contact information and click save changes.
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Hotbild Cybersakerhet

Nuvarande hotniva Hogt hot

« Hotnivan behalls pa nivan hogt hot med hanvisning till Hotnivd
omvarldslaget och hotaktorers fokus pa vastliga mal inom
samhallsviktig verksamhet. Primart ransomware och DDOS-

angrepp. 4 Hogt hot Orange
3 Forhéit hot Gul
2 Lagt hot Grin
1 | Ingetidentifierat hot Vit
. REGION
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Vad gor Regionen?

REGION JAMTLAND HARJEDALEN

\ J
Y

= Redan genomforda skyddsatgarder ger effekt
— Forstarkt skydd mot dverbelastningsattacker
- Infrastrukturella forandringar for att uppna en mer forsvarbar IT-arkitektur.
— SOC-tjanst for 24/7/365 6vervakning
— Utobkade skyddsfunktioner i Office 365
= Fortsatter att forstarka regionens robusthet mot cyberattacker
= Funktionen for IT-sakerhet har forstarkts med en heltidstjanst. Primart fokus ar webbsékerhetstester.
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Revision | T-sakerhet

Tillganglighet

sparbarhet, oavvislighet,
ansvarsskyldighet
autenticitet, auktorisation

= 8 rekommendationer till
Regionstyrelsen

— 5 Informationssakerhet

RS/338/2021
Konfidentialitet @
=i . S| |- S
‘..’”.__,,..-"""'“’“’-
Sakerhetsdtgirder ~ __—
Administrativ

sdkerhet

| Formell sikerhet | | Informell sikerhet |

— 3 IT-sékerhet

Teknisk
sdkerhet

et | | Fysisk sikerhet |

Extern

Intern

| Datasdkerhet || Kommunikationssdkerhet |
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Revision IT-sakerhet

RS/338/2021, REKOMMENDATIONER MED BARING PA IT-SAKERHET
Revisorerna rekommenderar Regionstyrelsen att:

Riskanalyser upprattas regelbundet for IT-infrastruktur och drift.
= Fortfarande ett pagaende arbete att forbattra metodstod och checklistor
= Genomfors vid storre inféranden
= Aterstar att f& in formella riskanalyser som en naturlig del i det dagliga arbetet

Uppdatera kontinuitetsplan for [T-driften.
= Pagaende arbete, Drivs av IT-enheten tillsammans med Regionens driftleverantorer

= Arbetsmoten varannan vecka dar IT-enheten och driftleverantorerna jobbar med att uppdatera befintlig
kontinuitetsplan, kommunikationsplan samt aterstartsrutiner for prioriterade system

..  REGION
JAMTLAND
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“Vi ér mer eller mindre i en konstant konflikt nér
det gdller cyber och effekten pa samhdillet kan bli
vdaldigt, valdigt omfattande vid ett lyckat angrepp.”

- Johan Pekkari, Forsvarsmaktens
cyberférsvarschef
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